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Case studies
Let's take a look at a few examples of typical business situations and see how we 
would go about planning their deployments.

American Widgets Consulting Services
AWCS is a full-service IT consulting business in southern California. With a small 
office and several technicians out in the field all day, communication is a key 
requirement to keep in touch with the technicians and to provide service in the 
office. One big item on the to-do list was to find ways to cut back on the enormous 
costs of cell phones. Sales people wanted to ensure that they would get calls to their 
desks and to their cell phones and managers wanted to stay in touch by having 
remote phones at home.

trixbox CE is an ideal solution for this company as all of its requirements can  
easily be satisfied. The typical number of concurrent calls is fairly small, so it  
would like to use a few POTS lines for most of its calls and use a VoIP provider  
for capacity overflow.

The following are AWCS's requirements:

Basic Design:

Extensions: Three digits.
Ring groups: Sales could use a ring group to help make sure calls get to a 
salesperson quickly. Since there are always more sales people available than 
inbound calls, a ring group is an appropriate choice.
Call queues: Since there is no problem with more callers than agents, there is 
no need to use call queues.
Sales requirement: Using the Find-Me/Follow-Me functionality, calls to 
sales people can be made to ring both their desk and their cell phones at the 
same time.
Management requirement: Since SIP phones work over UDP, placing remote 
phones at people's homes is fairly simple and should work without any real 
changes. Some firewalls may require you to do some basic port forwarding 
for the phone to receive calls.

•

•

•

•

•

This material is copyright and is licensed for the sole use by Mauricio Esquenazi on 21st July 2009

10 Kenmare St. #4, , New York, , 10012

Download at Boykma.Com



Planning your trixbox deployment

[ 108 ]

Connectivity:

An internal PCI card with 4 FXO ports will handle the majority of call 
volume. Outbound calls can use the POTS lines and then use the VoIP 
provider for extra capacity.
VoIP: SIP trunk to ITSP.

Telephones:

Hard phones: One per desk, one for each home user
Softphones: Installed on tech's laptops

IVR:

Simple menu system to go to sales and support groups

FAX:

Single POTS line connected to FAX machine

Acme Collections Company
ACC is a medium-sized company with a single call center, which employs  
about 50 people with 30 sales agents on the phones making and receiving a large 
volume of calls at the same time. It also has a few small departments for HR, IT,  
and Accounting.

Their requirements could be met as follows:

Basic Design:

Extensions: Three digits
Ring groups: The IT and Accounting departments don't get a lot of calls at 
any one time, so ring groups for these departments will work well
Call queues: The sales department sometimes gets overwhelmed with calls, 
so setting up a call queue for inbound calls makes the most sense

Connectivity:

An internal PCI card with a single span PRI card will handle all of the 
company's call volume.

•

•

•

•

•

•

•

•

•

•
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Telephones:

Hard phones: One per desk, one for each home user
Softphones: Installed on tech's laptops

IVR:

Simple menu system to go to sales queue, HR manager, IT, and Accounting 
ring groups

FAX

Sales extensions are configured to send inbound faxes sent to their DIDs to 
their email accounts

Summary
In this chapter, we have dug into the design and deployment plans needed for a 
successful deployment. We also took a look at gathering requirements by looking 
at a couple of case studies. We have gone through the basic building blocks of most 
typical systems and learned when to use different features as well as how to design  
a good IVR menu.

•

•

•

•
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Hardware configurations
If you are going to install business systems, you will need to learn about the different 
hardware interfaces and devices that you will be using. From phones, to TDM cards, 
to gateways, there is a plethora of different devices that you will end up working 
with. This chapter will cover the most common devices and walk you through all  
the steps to configure each one.

TDM cards
The most common way to connect to analog or digital phone circuits is to use an 
internal PCI interface card. The most common manufacturers of TDM cards include:

Digium
Sangoma
Rhino

One of the goals of the trixbox CE development team is to create an automatic  
setup tool for all different manufacturers' cards; while as of this writing that is  
not complete yet, it is scheduled for spring of 2009.

Digium cards
Since the Zaptel driver is written by Digium, all of Digium's cards are supported by 
default within trixbox CE making them very easy to get up and running. In fact, if 
you have Digium cards installed in your system, during the install process they will 
be automatically detected and configured for you.

If you need to set up a card after you have already installed trixbox CE and then 
need to configure a Digium TDM card, shut down the system, install the card, boot 
the system back up, log in, and then run the following command:

setup-pstn

•
•
•
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This command will shut down Asterisk, do a hardware detection, and set up the 
appropriate configuration files. When it completes, you should get something like 
the following output:

   Chan Extension  Context         Language    MOH Interpret   
   pseudo          default         en          default 
   1               from-pstn       en          default 
   2               from-pstn       en          default 
   3               from-pstn       en          default 
   4               from-pstn       en          default

At this point the card will be configured and Asterisk will be seeing the cards. Since 
the PBX Settings tool has a default Zap trunk set up and outbound route, you should 
be ready to make calls by dialing 9 + the phone number you want to dial. Before you 
can get incoming calls you will need to set up an inbound route.

Rhino Equipment cards / channel banks
One of my favorite card manufacturers is Rhino Equipment. I have been using its 
cards for several years. At the time of this writing, trixbox CE doesn't auto-detect 
Rhino cards although this will be coming in an upcoming release. A big advantage of 
Rhino cards is that all of the analog cards from Rhino come with on-board hardware 
echo cancellation—this makes for far less messing around with tweaking settings to 
solve echo problems—just use these cards and the echo cancellation is automatic.

Rhino also makes a selection of channel banks; these are devices that take multiple 
FXO or FXS ports into them and then connect to your phone system using a PRI 
connection. These are most often used when a company may want to switch to a 
PRI later but has a number of analog phone lines in use currently. When it's time to 
switch to a PRI, you simply unplug the channel bank, plug in the cable for the PRI 
and you are back up and running.

Another use of channel banks is for connecting analog phones. Each channel bank 
can connect up to 24 analog phones as extensions. This is often used in places like 
hotels, or for connecting FAX machines.

At the time of this writing, Rhino offers a full line of cards from 4-port FXO, to  
8-and 24-port modular FXO/FXS cards, as well as Single, Dual, and Quad port  
T1/E1 cards. The channel banks come in either FXO or FXS configurations or a 
modular version that allows you to use its modules to determine what port types  
to use.
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Rhino PCI cards
A script has been developed to make configuring a Rhino card quite simple. From 
the command line, simply run setup-rhino and the script will figure out the correct 
driver to install, download it, and install it. After the script is finished, reboot your 
trixbox system, log back in, and run setup-pstn.

Rhino channel banks
The channel banks connect to analog lines or phones either through a standard 
Amphenol cable or via an RJ-11 breakout box; then they connect to your trixbox 
system via an RJ-45 connector to a PRI card in your trixbox system. To your trixbox 
system, the device simply acts like a T1 PRI.

In most cases, the Rhino channel banks are very simple to install as well. From the 
keypad, select the Auto-T1 function, which will configure the connection to your 
trixbox system and you should be ready to go.

Sangoma cards
Another very popular option is the cards from Sangoma. The Sangoma analog 
cards use 2-port FXO or FXS modules. Sangoma also has a full line of T1/E1 cards 
as well. An interesting feature of the Sangoma analog cards is that it allows you to 
add daughter boards to the basic card configuration to expand the number of ports 
available. With the 4-port A200 card, you can start with only 2 ports and expand  
up to 24 ports. With the A400 card, you can start with only 2 ports and expand up  
to 48 ports.
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Sangoma's digital line includes single, dual, quad, and even an 8-port T1/E1 card, 
and it has recently released a 2 – 24-port ISDN BRI card.

To install a Sangoma card into your trixbox system is fairly simple. From the trixbox 
CE Package Manager you can install the wanpipe-modules and wanpipe-util, or go 
to the command line and run the following command:

#yum install wanpipe*

After the drivers are installed, reboot your trixbox CE system, log back into the 
system, and run the following command:

#setup-sangoma

The script will walk you through the configuration of the cards.
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Manual configurations for TDM cards
While the scripts we have seen will normally get everything working, there are times 
when you just have to go in and set things up manually. Some of the reasons you 
will want to manually edit files are:

Custom channel grouping
Using less ports than available on the card—you only want to use 2 spans on 
a 4-span PRI card
Adding custom settings specific to your telephone company
Setting up the system as a media gateway

For these reasons, as well as general troubleshooting, you should understand the 
files that are used to configure these cards. The files you will want to be familiar  
with are as follows:

/etc/zaptel.conf: This file defines the spans and ports that are used on 
each card
/etc/asterisk/zapata.conf: This file defines the groups, signaling, and 
channel-specific settings
/etc/asterisk/zapata-channels.conf: This file is automatically 
generated from the setup-pstn script

Zaptel.conf
The first file that's used is zaptel.conf—each card and span will need to be defined. 
There are two basic settings we will see in this file:

Analog line settings—used to define the ports for analog lines
PRI settings—used to define T1/E1 ports

Analog line settings
Since we can have both analog lines and analog extensions, we would set either FXO 
or FXS ports depending on the modules that we have installed. The following is an 
example of a card with 2 FXO ports and 2 FXS ports:

#Zaptel Channels Configurations (zaptel.conf)

#

loadzone=us 
defaultzone=us

#Sangoma A200 [slot:4 bus:2 span:1] 

•

•

•

•

•

•

•

•

•
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fxsks=1 
fxsks=2 
fxoks=3 
fxoks=4

The important thing to note here is that the first two ports are FXO (phone line) 
ports and the second two are the FXS (analog phone) ports. However, in the file it 
appears to be the opposite; the reason is that our phone system has to provide proper 
signaling to the port, which is the opposite of what the port is called.

Digital line settings
A PRI line is configured quite differently from an analog line as multiple channels 
come in over a single connection. A PRI in US will have 1 D channel for signaling 
and 23 B voice channels. In other parts of the world, it may be an E1 with 32 voice 
channels. The other options on the span setting are dependent on the settings from 
your circuit provider. A typical US PRI setting is shown below:

#Rhino R1T1 
span=1,1,0,esf,b8zs

bchan=1-23

dchan=24

Zapata.conf
The zapata.conf file contains additional settings and channel groupings for each 
line. Let's dissect the file and look at the different settings that are used in the file.

A typical file will look like the following example. In this example, no lines are set up 
yet; we will look at the line configurations separately.

[channels] 
language=en 
context=from-zaptel 
rxwink=300 
usecallerid=yes 
hidecallerid=no 
callwaiting=yes 
usecallingpres=yes 
callwaitingcallerid=yes 
threewaycalling=yes 
transfer=yes 
cancallforward=yes 
callreturn=yes 
echocancel=yes 
echocancelwhenbridged=no 
;echotraining=800 
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rxgain=0.0 
txgain=0.0 
group=0 
callgroup=1 
pickupgroup=1 
immediate=no 
faxdetect=incoming

Language: The language setting defines the default language for what 
version of prerecorded sounds Asterisk will use for this channel.
Context: This defines which section of the dialplan the call is sent to.
RXWink: Sets the receive wink timing. This will usually never need to  
be changed.
Usercallerid: Determines if caller ID is going to be used on this channel.
Hidecallerid: On PRI lines, this setting will determine whether or not to send 
caller ID on outbound calls.
Callwaiting: If enabled, Asterisk will generate 'call waiting pips' when you 
are already in a conversation on your FXS handset and someone tries to call 
you. If the channel has call waiting by default, you can temporarily disable 
it by lifting the handset and dialing *70, whereupon you will get a dialrecall 
tone and may then dial the intended number. There is no corresponding way 
to temporarily enable call waiting for channels that have it off by default.
UseCallingPres: On PRI lines, this determines whether or not to use the 
Caller ID presentation for the outgoing call that the calling switch is sending.
Callwaitingcallerid: Sets whether Asterisk will send Caller ID data 
to the handset during call waiting indication. Also requires setting 
callwaiting=yes.
Threewaycalling: If enabled, you can place a call on hold by pressing a hook 
flash, whereupon you get a dialrecall tone and can make another call.
Transfer: This option has effect only when threewaycalling=yes. If 
threewaycalling=yes and transfer=yes, then once you've placed a call 
on hold with a hook flash, you can transfer that call to another extension by 
dialing the extension and hanging up.
Cancallforward: If this is set then you can use 'call forward immediate' by 
dialing *72 followed by the number you want to forward the call to. You can 
disable call forwarding with *73.
Callreturn: If this is enabled then you can dial *69 to have Asterisk return the 
call from the last number that called you.

•

•

•

•

•

•

•

•

•

•

•

•
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Echocancel: Disable or enable echo cancellation. If you don't have hardware 
echo cancellation then this is one of the settings you may need to tweak in 
order to solve echo problems. The default setting of yes is equal to 128 taps. 
You can use a number such as 16, 32, 64, 128, or 256. Each tap is one sample 
from the data stream, so on a T1 this will be 1/8000 of a second.
Echocancelwhenbridged: Typically, bridged TDM calls do not require echo 
cancellation but sometimes audio performance is improved with this option 
turned on.
Echotraining: This setting adjusts the time used for the echo canceller to 
train itself. In current versions of trixbox CE, this setting is commented out 
because it will cause audio problems with the OSLEC echo cancellation 
software that is included with trixbox CE 2.4 and above.
RXGain / TXGain: These settings adjust the gain of the audio for the Receive 
and Transmit sides of the call. The gain is specified as a number from -100 to 
100 representing dB. You will typically never go above or below -10 thru 10. 
These settings are also used to adjust volumes to help solve echo problems.
Group: This setting allows you to group together a set of channels. This can 
be used to create different trunk groups for different dialing routes.
CallGroup: Each channel can belong to zero or more callgroups. A callgroup 
can specify who can answer the phone when it is ringing. If a channel is 
ringing, people in the same callgroup can answer the call by dialing *8#.
Pickupgroup: A channel can also belong to one or more pickupgroups. 
Pickupgroups specifiy whose phones you may answer.
Immediate: When set to no, this will provide an FXS extension with a 
dialtone and will listen to keypresess until a pattern is matched before 
dialing. If this is set to yes then Asterisk will start executing the commands 
for this channel's 's' extension. This can be used for a lobby phone or 
'batphone' mode.
Faxdetect: This determines if fax detection should be used on incoming calls, 
outgoing calls, or both.

Channel configuration
The other settings used in zapata.conf (or in zapata-channels.conf if  
setup-pstn is used) are for configuring the different channels.

•

•

•

•

•

•

•

•

•
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Analog card configuration
The following shows a basic analog card configuration:

context=from-zaptel 
group=0 
signalling = fxs_ks 
channel => 1-2

In this case, the signaling is FXS kewlstart, which is the standard for FXO ports and 
the channel setting shows this has two ports on it.

Digital card configuration
The following shows a basic analog card configuration:

switchtype=national
context=from-pstn
signalling=pri_cpe
group=1
channel => 1-23

The settings for a PRI are quite a bit different from analog lines. The switchtype is 
determined from the type of circuit that is provided by the phone company and the 
signaling is pri_cpe standing for PRI/Customer Premise Equipment.

Configuring endpoints
To configure an endpoint there are three main pieces of information required for a 
phone to register with Asterisk:

IP address of proxy server (trixbox CE server)
Username
Device Password

Each device does things a little differently and calls different fields by different 
names. Learning the nuances of each device will allow you to figure out how to 
configure any type of device.

In this section we will go through setting up phones manually. We can also use the 
trixbox CE Endpoint Manager to configure common phones; we will look at how to 
use the Endpoint Manager later on.

•

•

•
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Aastra phones
Aastra phones are fairly simple to get up and running. The easiest way to set up an 
Aastra phone is from the web interface of the phone. The first step in setting up an 
Aastra phone is to get the IP address of the phone. While there are slight differences 
between the different models, they are similar enough that we can use one model as 
our example. In this case, we will use the Aastra 480i as our example phone. To find 
the IP address of the phone, use the following instructions:

1.	 Press the Options key. (This is a button labeled with the Aastra A logo on 
older models.)

2.	 Scroll down to Network.
3.	 Press the Show button.
4.	 Enter 22222.
5.	 Scroll down to IP Address.
6.	 Press the Show button

When you are ready to configure the phone, browse to the IP address that you found 
from a web browser. When prompted, enter the following information:
Login: admin
Password: 22222
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In the left-hand menu, select the Global SIP link. In this section, we will just set the 
IP address or host name that our phone will point to in order to register. All you 
need to do here is change the Proxy Server and Registrar Server to point to your 
trixbox CE system.

After you have the first set of settings finished, click on the Line 1 link in the  
left-hand navigation; this is where we will configure the account settings. The 
Screen Name, Phone Number, Caller ID, and Authentication Name will all be the 
extension number we set up in the PBX Settings tool. The Password is Secret that we 
set for the extension. After you have saved your settings, click on the Reset link in 
the left-hand navigation to restart the phone.
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As long as you used the correct information for the extension that you created in 
the PBX Settings tool, the phone should register to the phone system. If you are 
attempting to connect to a system that is not on the same subnet as the phone system, 
such as a remote phone, then you may have to figure out issues with port forwarding 
or network routing. Because it can be more difficult to set up a remote phone, it is 
recommended that you set up phones on the same network as the phone system first, 
to make sure you understand the concepts and methods used to configure the devices.

Polycom phones
Polycom has been around for a long time and is a well respected brand name  
for business users. Known for their call quality, the phones are actually fairly  
difficult to set up properly. While we can do a basic configuration through the 
web interface on the phone, we cannot configure all of the settings without using 
configuration files that get pulled from the server. In this chapter, we are only doing 
basic configurations and will look at the configuration files in the PBX settings in 
detail chapter.
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To get started with the Polycom phones, we first need to figure out the IP address 
that the phone is on. The following steps on the phone will get you the IP address 
that the phone was given by your DHCP server:

1.	 Press the Menu key.
2.	 Press 2 for the Status menu.
3.	 Press 2 for the Network menu.
4.	 Press 1 for TCP/IP parameters.

Our phone was configured as 192.168.5.195 so we can open a web browser and  
point to http://192.168.5.195. The first thing we will see will be the main menu 
for the phone.

To configure a basic extension, we need to click on the Lines option. When you 
do it, a dialog box will appear asking for a login and password; use the following 
credentials to login:

Login: Polycom (note: this is case sensitive)

Password: 456

There are three sections on this page we need to configure:

Identification
Server
Message Center

Identification
This section specifies the login credentials for the device to the phone system; use the 
following guide to fill out the fields:

Display Name: Extension Number
Address: Extension Number
Auth User ID: Extension Number

•

•

•
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Auth Password: Extension Secret
Label: Extension Number
Type: Private
Third Party Name: Extension Number
Num Line Keys: 1
Calls Per Line: 1

Server information
The server information tells the phone how to communicate with the trixbox system. 
Use the following guide for configuring this section:

Address: IP Address of trixbox system
Port: 5060
Transport: UDPOnly
Expires: 120
Register: 60
Retry Time Out: 60
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Retry Max Count: 5
Line Seize Time Out: <blank>

Message Center
The message center sets up the Message Waiting Indicator to point to the correct 
mailbox and configures the voicemail button on the phone to connect to the trixbox 
voicemail system. Use the following guide to configure the Message Center:

Subscriber: Extension Number
Callback Mode: Contact
Callback Contact: *97

When finished, press the Submit button and the phone will reboot with the new 
settings applied.
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Other devices
Seeing how several different phones are configured, and knowing the three basic 
pieces of information that any device will need to connect to the system, figuring 
out how to configure any other device should be pretty straightforward. With an 
ATA, you may need to refer to the manual to figure out how to get the IP Address 
information in order to configure it.

Summary
In this chapter we have looked at configuring our basic connectivity options with 
different types of interface cards as well as configuring popular brands of phones. 
This will give you a basic understanding of how different devices and endpoints 
work, and gives you the basic information needed to get any compatible device to 
function properly.
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Network considerations
Since a trixbox CE phone system runs over standard networking cables and uses 
regular TCP/IP protocols, we need to take certain things into consideration when 
designing our systems. Things to think about when designing the system:

Do we want voice traffic and data traffic on the same network?
How do we want to separate traffic?

Are we going to use VoIP providers?
Will firewalls and port forwarding be a problem?
Do we have adequate QoS?

Will we have remote users?
Will NAT be an issue?
Is there enough bandwidth?
Do we have adequate QoS??

Will all the phones be on the same subnet as the PBX?

Will we have routing issues?
Will we have NAT issues?

As we go through the different issues we will face, we will look at how to solve them 
to ensure that we don't run into major obstacles during the installation.

•

°

•

°

°

•

°

°

°

•

°

°
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Combined or segmented network
The first thing to consider is if we want to use a combined network or a segmented 
network. In a combined network, the trixbox system will sit on the same network as 
any other server you have and will share the network infrastructure with all of the 
computers in the office. In a segmented network, we would put the phone system 
and all of the phones onto their own network in order to isolate the voice traffic from 
the data traffic.

Combined network
In a combined network, the voice traffic and data traffic go across the same  
Ethernet network.

Combined Network

Phones
Workstations

Network
Switch

PBX System

To determine if a combined network is the right choice for our deployment, we need 
to understand the pros and cons of this type of architecture.

Pros
No need for additional cabling
Most phones have a pass-thru port, so only one network jack is needed
In an existing office, you can use an existing network
No need for additional network switches
Less infrastructure (switches, UPSs)

•
•
•
•
•
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Cons
Heavy traffic load may impact call quality
Less security of data
Possible interference with defective devices on the network

Since the only real downside to a combined network is that in a heavily congested 
network you could have call quality issues, let's take a moment to examine the 
possible issues we could have here. If we have a typical 100 megabit office network, 
and we refer back to our matrix of bandwidth usage for different codecs, we see that 
the G.711 codec will support 15 concurrent calls per megabit. If we have 100 users 
on our network, we will usually never go above 30% of the phones being used at 
once, so our bandwidth requirement would be around 2 megabits. Even if half of the 
phones were in use at one time, we are still only just over 3 megabits of usage on our 
100 megabit connection.

Should you become concerned that the data traffic is impacting the voice quality, 
almost all of the phones on the market today support VLAN tagging. If you have 
network switches that support VLANs, then this is an effective way to isolate the 
phone traffic from the data traffic and still use a combined network. Configuring 
VLANs is an advanced networking concept and is outside of the scope of this book.

Segmented network
In a segmented network, we completely isolate the phones from the workstations 
by using completely different physical networks. This is accomplished by adding 
a second network card to the trixbox system so that one network card is connected 
to the primary network for maintenance and Internet connectivity, and the second 
network card is connected to a separate network connected to the phones.

Segmented Network

Phones
Workstations

Network
Switch

Network
Switch

PBX System

•
•
•
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As we did with the combined network, let's take a look at the pros and cons of a 
segmented network.

Pros
Completely isolated network

No conflict with data traffic
Network problems on the data network do not affect the  
phone network
Workstation users cannot snoop voice traffic
Data network can go offline without affecting phones

Phone system can run a separate DHCP server for phone network

Cons
Additional network is required
Additional switches are required

While there are certainly some advantages to having a segmented network, the 
additional cost for adding more switches and network cabling usually makes this  
a less popular choice.

For the sake of simplicity, this book will be based on using a combined 
network for all of our examples.

Network services
In any network there are some basic network services that are provided somewhere 
within the network infrastructure. The primary services that we are concerned about 
with regards to designing a phone system network are:

DHCP Server
Provides IP addresses to devices
Can provide location of TFTP server for auto configuration
Can provide location of time server to devices

DNS Server
Provides host name resolution for devices

•
°
°

°
°

•

•
•

•

°

°

°

•

°
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NTP Server

Provides a reliable time source to devices

In most cases, the DHCP and DNS services are provided by the network router or 
firewall, or sometimes by a primary server such as a Windows 2003 server. The main 
problem with most firewall/routers being used as the DHCP server is that most 
routers/firewalls do not have the functionality to set scope options, such as the boot 
server address, that will help in configuring our phones. Although not required, it is 
recommended to use the trixbox system to provide DHCP services to the network. 
This is easily done by adding the DHCP Manager module from the Package Manager.

Enabling the DHCP server on your trixbox CE system without disabling 
the existing DHCP server on your network will cause numerous network 
problems. Do not do this unless you have a good understanding of how 
to enable/disable the DHCP services on your existing device.

If you use your ISP's DNS servers for name resolution, it is recommended that 
you also run a DNS server. The reason we may want to do this is that, if there is 
a problem communicating with our ISP's DNS servers, we don't want the phone 
system to have a problem.

To set up the DNS server on the trixbox CE system, you can use the Package Manager 
to install the Bind DNS server, or from the command line run the following command:

#yum install bind

Once Bind is installed, you need to tell the system to use itself as a primary DNS 
server. Bind is automatically installed with trixbox CE versions 2.6 and above. To 
configure your system to use itself as the DNS server, from the trixbox CE Admin 
dashboard, go to the System menu and select the Network module. For the primary 
DNS server, enter the IP address of the trixbox CE system; for the secondary DNS 
server, use your ISP's DNS server or a third-party DNS service like OpenDNS.

•

°
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An NTP server is also automatically configured on trixbox CE by default. If you use 
the trixbox CE DHCP manager, it will automatically configure your DHCP server for 
TFTP and NTP settings.

Remote users / VoIP services
Whenever you need to access a remote VoIP service such as a SIP provider, or if  
you are providing access to remote users, then you need to take this information  
into consideration. If we do not have our network settings configured properly 
within Asterisk, we can end up with several different issues the most notable  
being one-way audio.

In most cases, your trixbox CE system will be assigned a private IP address within 
your corporate network but will be communicating to the outside world through 
your network's public IP address. In order for everything to work right, we need  
to tell Asterisk more about our network configuration.

To set up the network settings, we need to edit the /etc/asterisk/sip_nat.conf 
file using the following command:

#nano /etc/asterisk/sip_nat.conf

After an installation, this file doesn't exist but is set up to be included once you create 
it. A typical file will look like the following example:

;sip_general_custom.conf
externip=10.10.18.48  ;Edit to match your external/public IP address
localnet=192.168.5.0/255.255.255.0 ;Edit to match your
                           internal/private IP address
nat=yes ;Lets the system know you are behind a NAT address

The externip setting needs to be set to the public IP address that is provided by 
your ISP. If you do not know what your public IP address is, you can use a web 
browser and go to http://whatismyip.com. If you do not have a static IP address 
and you are using an ITSP for your telephone service, then your service may be 
interrupted if your ISP changes your IP address. To avoid this problem, you can 
use a service like DynDNS.org. Most routers these days can be set to automatically 
update DynDNS.org when your IP address changes. You can then use externhost 
instead of externip.

externhost=pbx.dyndns.org

If you are using externhost, then Asterisk will do a DNS lookup every 10 minutes 
to make sure it always knows the correct IP address to use.
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Port forwarding
With Asterisk ready to listen for traffic, we next need to make sure that the correct 
traffic is going to get to the system; for this, we need to go into our firewall and set 
up some port forwarding. Since every firewall does this differently, it is beyond the 
scope of this book to cover exactly how to set this up for different devices; refer to 
your firewall's manual to learn how to configure port forwarding. The following 
chart shows the different ports that need to be forwarding to your trixbox CE system.

Port Range Type Description
5060 - 5061 UDP SIP Registration
10,000 – 20,000 UDP RTP (voice transmission)
4569 UDP IAX

QoS
Although technically this is ToS, most people refer to packet prioritization as QoS. 
QoS stands for Quality of Service and is a means of ensuring that voice packets  
are prioritized over other types of traffic over your network. When using a VoIP 
service provider, or when you have remote phones for telecommuters, QoS can  
be absolutely critical to having good quality voice communication.

It is quite common to experience call quality problems when using an ITSP or a 
remote phone if you are using a low-end router. Fortunately, some of the lower  
end routers now, such as the Linksys WRT54G, have QoS systems built-in that  
can set up and will work fairly well for a small system.

Larger systems may require more robust QoS solutions such as more expensive 
firewall/routers, or an actual QoS device, which is available from companies like 
Kentrox (http://kentrox.com).

One of the basic problems today is that you do not maintain QoS tagging across the 
open Internet, so once your voice packets are outside of your network, you cannot 
guarantee that your voice packets will have priority. For the most part, however, 
simply prioritizing voice packets from your network to your ISP, and at your  
remote locations to the ISP they connect to, will dramatically increase call quality.
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Summary
This chapter has introduced the basic information you will need to configure your 
network for use with trixbox. We have looked at the pros and cons of segmented 
versus combined networks and have gone over the network considerations for 
using VoIP services and supporting remote users. We have also explored the NAT 
issues and learned about port forwarding and the settings that Asterisk needs to 
communicate properly. Finally, we learned how QoS can help to improve call  
quality when calls are going out over the Internet.
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Advanced trunking
We saw in earlier chapters how to create a SIP trunk to a VoIP service provider and 
how to create a PRI and Analog trunk using TDM cards. This chapter is going to 
cover other trunk options as well as show how to connect two trixbox CE systems 
together and route calls between them.

ENUM
ENUM is a protocol that uses the Internet DNS system to translate E.164 (that is, 
standard phone number format) telephone numbers into IP addresses and allows 
Asterisk-based PBX systems to call each other directly over the Internet and bypass 
traditional telco circuits.

To set up trixbox CE to place calls using ENUM, you go to the PBX menu and select 
PBX Settings, then go to trunks, add an ENUM trunk, and save the changes. Next 
you go to the outbound routes and make the ENUM trunk the first trunk in the 
outbound sequence.
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To receive calls over ENUM requires a little extra work. First, you need to go to 
http://e164.org and create an account. Secondly, you need to register your phone 
numbers. When you add your phone numbers, make sure your inbound route is set 
to go directly to an extension so that you can get the verification call and pin number 
you will need to verify your number.

If you have the ports forwarded as discussed in the previous chapter, then anyone 
else that is set up to make outbound calls via an ENUM trunk should be able to go 
directly to you.

What happens during an ENUM call? The system making the outbound call will 
do a query of the ENUM database; if there is no match then the call goes out on the 
next available trunk. If there is a match, the system will return the IP address of the 
remote system and the calling system will initiate a VoIP connection directly to the 
remote PBX system.

If you have business partners or friends that also have trixbox CE systems, then 
using ENUM will bypass your telephone service providers and the calls between 
your systems will be free.

Connecting two trixbox CE systems 
together
At some point you may want to connect branch offices together, connect directly to a 
business partner's system, or may want to have multiple systems in different parts of 
your organization. There are numerous methods to accomplish this but we will focus 
on a simple method that will accomplish the following goals:

Allow extension to extension calling
Properly pass caller
Be simple to set up

First off, let's create a table that gives the details of the two systems that we will 
connect together.

Parameters System 1 System 2
Extension Range 3000 – 3999 4000 – 4999
Public IP 10.10.45.50 24.7.72.71

•

•

•
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Within the PBX Configuration tool, we can now create a very simple trunk that will 
allow us to place calls between the two systems.

System 1

Create an IAX trunk:
Trunk Name: InterOffice
PEER Details:

Qualify=yes
type=friend
host=24.7.72.71

Leave all the remaining fields blank.

Create a new Outbound Route:
Dial Patterns: 4xxx
Trunk Sequence: IAX2/InterOffice

System 2

Create an IAX trunk:
Trunk Name: InterOffice
PEER Details:

Qualify=yes
type=friend
host=10.10.45.50

Leave all the remaining fields blank.

Create a new Outbound Route:
Dial Patterns: 3xxx
Trunk Sequence: IAX2/InterOffice

After saving and applying the configurations on both systems, you should now be 
able to place a call between the two systems.

•

°

°

°

•

•

°

°

°

•
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DUNDi
From the Asterisk website:

DUNDi is a peer to peer system for locating Internet gateways to telephony 
services. Unlike traditional centralized services (such as the remarkably simple 
and concise ENUM standard), DUNDi is fully distributed with no centralized 
authority whatsoever.

DUNDi is not itself a Voice over IP signalling or media protocol. Instead, it 
publishes routes which are in turn accessed via industry standard protocols such  
as IAX, SIP, and H.323.
DUNDi can be used within an enterprise to create a fully federated PBX with no 
central point of failure, and the ability to arbitrarily add new extensions, gateways, 
and other resources to a trusted web of communication servers, where any adds, 
moves, changes, failures, or new routes are automatically absorbed within the cloud 
with no additional configuration.

When you are connecting more than two systems together, DUNDi may be a  
more appropriate method, as it is not only used for creating a simple trunk, but 
can be used to create branch offices that place their phone calls through one central 
phone system.

Since DUNDi is rather difficult to configure, and there is no web interface available 
to configure it at this time, we will not cover DUNDi trunks in this chapter.

Handling emergency calls
Something to always consider is how to handle calls to emergency service (911 
in US). In cases where we don't have a PRI circuit with plenty of extra capacity, I 
simply recommend having a single POTS line that has its own trunk and whose only 
purpose is for 911 calling. For many people, the monthly cost of a dedicated phone 
line that is reserved only for emergency use is a little expensive. For companies with 
remote users, it doesn't take into account a phone at a remote location that dials 911. 
In this case, emergency services would be dispatched to the address of the company 
and not where the remote user is located.

One built-in solution is fairly simple to set up although it does require that your 
telephone service provider will allow you to override outbound caller ID. While 
some SIP trunk and PRI/BRI providers will allow you to override the outbound 
caller ID, you should check with your provider to see if this is possible with  
your service.
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Let's say that Andrew works at home in New York and we want to make sure that  
if someone grabs his office phone and dials 911, then it gives the emergency service 
his actual home phone number instead of the phone number of the company, which 
is in California.

We edit his extension and in the Emergency CID field, we enter his phone number 
of <2125558534>. We then go to our Outbound Routes configurations and add a new 
route. Let's use the following settings to create an Emergency routing table:

Route Name: Emergency
Emergency Dialing: Yes
Dial Patterns: 911, 9|911
Trunk Sequence: Select the trunk to dial out on.

Third-party services
There are also third-party 911 services that can help manage remote and mobile 
users. One service like this is 911Enable (http://911enable.com). With a service 
like this, you create a SIP trunk to its system and route all 911 calls through it. You 
then have to manage a database of your users through its web interface to let their 
system know where all of your users are located. Mobile users can even log in and 
update their information themselves if they are travelling.

When a 911 call is routed to it, it is routed to the appropriate emergency services 
provider in the area that is local to where the caller is located. This will provide  
the best quality emergency service available.
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Summary
While this has been a fairly shorter chapter, we have covered some advanced 
trunking techniques and concepts, and have seen how to connect two trixbox CE 
systems. We have also looked at how to configure 911 emergency services for local 
and remote users.
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PBX functions and features
Every commercial PBX system has its own set of advanced features that are activated 
by key commands, also known as vertical service activation codes. trixbox CE has 
its share of standard and advanced features, and we will even look at how to add our 
own custom features to the system.

Standard features
The following sections will break down the list of available features by category. 
While the codes listed are the default settings, they can be modified in the PBX 
Configuration tool using the Feature Codes module. These features are invoked by 
dialing the code from a registered SIP or IAX endpoint, or via an analog extension 
plugged into an FXS port. Some of the following features require the appropriate 
PBX Configuration tool module to be installed.

Call forwarding
The call forwarding mechanism is both powerful and flexible. With the different 
options, you can perform a number of different functions or even create a basic  
find-me/follow-me setup when using a feature like call forward on no answer, or  
send callers to your assistant if you are on a call using call forward on busy.

Function Code
Call Forward All Activate *72
Call Forward All Deactivate *73
Call Forward All Prompting *74
Call Forward Busy Activate *90
Call Forward Busy Deactivate *91
Call Forward Busy Prompting Deactivate *92
Call Forward No Answer/Unavailable Activate *52
Call Forward No Answer/Unavailable Deactivate *53
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Call waiting
The call waiting setting determines whether a call will be put through to your phone 
if you are already on a call. This can be useful in some call center environments 
where you don't want agents to be disturbed by other calls when they are working 
with clients.

Function Code
Call Waiting Activate *70
Call Waiting Deactivate *71

Core features
The core features control basic functions such as transfers and testing inbound calls. 
Simulating an inbound call is useful for testing a system without having to call into 
it. If you don't have any trunks hooked up, it is the easiest way to check your call 
flow. Once you have telephone circuits connected, you can still use the function to 
test your call flow without having to take up any of your circuits.

Function Code
Call Pickup **
Dial System FAX 666
Simulate Incoming Call 7777

Active call codes
These codes are active during a call for features like transferring and recording calls. 
While some phones have some of these features built into the device itself, others are 
only available via feature codes. For example, you can easily do call transfers using 
most modern SIP phones, like Aastra's or Polycom's, by hitting the transfer button 
during a call.

Function Code
In-Call Asterisk Attended Transfer *2
In-Call Asterisk Blind Transfer ##
Transfer call directly to extension's mailbox *+Extension
Begin recording current call *1
End Recording current call *2
Park current call #70
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Agent features
The agent features are used most often in a Call Center environment to monitor 
different calls and for agents to log in and log out of queues.

Function Code
Agent Logoff *12
Agent Logon *11
ChanSpy (Monitor different channels) 555
ZapBarge (Monitor Zap channels) 888

Blacklisting
If you have the PBX Configuration tool Blacklist module installed, then you have 
the ability to blacklist callers from being able to call into the system. This is great for 
blocking telemarketers, bill collectors, ex-girl/boyfriends, and your mother-in-law.

Function Code
Blacklist a number *30
Blacklist the last caller *32
Remove a number from the blacklist *31

Day / Night mode
If you have the PBX Configuration tool Day/Night mode module installed, then you 
can use a simple key command to switch between day and night IVR recordings. 
This is great for companies that don't work off a set schedule everyday but want  
to manually turn on and off an off-hours greeting.

Function Code
Toggle Day / Night Mode *28

Do not disturb
Usually, do-not-disturb functions are handled at the phone level. If you do not have 
phones with a DND button on them, then you can install this module to enable key 
commands to toggle Do Not Disturb on and off.

Function Code
DND Activate *78
DNS Deactivate *79
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Info services
The info services are some basic functions that provide information back to you 
without changing any settings. These are most often used for testing and  
debugging purposes.

Function Code
Call Trace *69
Directory #
Echo Test *43
Speak your extension number *65
Speaking Clock *60

Intercom
If you have a supported model of phone then you can install the PBX Configuration 
tool module to enable paging and intercom via the telephone's speakerphones.

Function Code

Intercom Prefix *80
User Allow Intercom *54
User Disallow Intercom *55

Voicemail
If you want to access your voicemail from any extension then you need to choose 
'Dial Voicemail System', otherwise using 'Dial My Voicemail' will use the extension 
number you are calling from and only prompt for the password.

Function Code
Dial Voicemail System *98
Dial My Voicemail *97

Adding new features
The ability to add new features is built into the system. One common thing to do is to 
redirect 411 calls to a free service like Google's free service. The following steps will 
walk you through how to add a custom feature like this to your system.
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Begin by going to the Misc Destination module and enter a Description of the 
destination you want to create.

Next, go to Misc Application to create the application. Here we will enter another 
Description and the number we want to use to dial the application, make sure  
the feature is enabled, and then point to the destination that we created in the  
previous step.

As you can see, any code can be assigned to any destination and a custom 
destination can consist of anything you can dial. This allows you to create  
many different types of custom features within your system.
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Voicemail features
trixbox CE comes with the Asterisk Mail voicemail system. Asterisk mail is a fairly 
robust and useful voicemail system. The Asterisk Mail voicemail system can be 
accessed by any internal extension or by dialing into the main IVR system.

As we saw earlier in this chapter, there are two ways of accessing the voicemail 
system, 'Dial Voicemail' and 'Dial My Voicemail'. To access the main voicemail 
system, we can dial *98 from any extension; we will then be prompted for our 
extension and our voicemail password.

If we dial *97 for the 'My Voicemail' feature, the system will use the extension 
number you dialed in from and only prompt you for your voicemail password.

The following tables will show you the basic structure of the voicemail menu system:

Voicemail main menu options
Press:

1 to Listen to (New) Messages
2 to Change Folders
0 for Mailbox Options
* for Help
# to Exit

Listen to messages
Press:

5 to Repeat Message
6 to Play Next Message
7 to Delete Message
8 to Forward to another user
Enter Extension and press #

1 to Prepend a Message to forwarded message
2 to Forward without prepending

9 to Save Message
0 for New Messages
1 for Old Messages

•

•

•

•

•

•

•

•

•

°

°

•

•

•
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2 for Work Messages
3 for Family Messages
4 for Friends Messages
* for Help
# to Cancel/Exit to Main Menu

Change folders
Press:

0 for New Messages
1 for Old Messages
2 for Work Messages
3 for Family Messages
4 for Friends' Messages
# to Cancel/Exit to Main Menu

Mailbox options
Press:

1 to Record your Un-Available Message
2 to Record your Busy message
3 to Record your Name
4 to Change your Password
# to Cancel/Exit to Main Menu

User area
trixbox CE features a user area, which has several tools that are designed for  
non-administrators. These tools include:

User Portal:
This is for the individual users to manage their own voicemail 
and settings.

MeetMe:
Users with access can create scheduled conference bridges.

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

°

•

°
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Flash Operator Panel:
This is a web-based tool that will show the status of the 
extensions, trunks, queues, and parked calls. Users that know 
the password can transfer calls between extensions.

User portal
Any user can log into his/her user portal with his/her extension number and 
voicemail password. When you first access the user portal, it will ask you for  
your Login and Password.

Once you have logged in, you will see a menu on the left and a list of available 
voicemails in the middle. You can select multiple messages and then use the  
pull-down menu to delete, move, or forward the messages. If you have recorded 
calls, the interface is very much the same and you access those recorded calls though 
the Call Monitor link in the left-hand menu.

•

°
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Under the Phone Features menu, you will find options to enable and disable  
Call Waiting and Do Not Disturb. You can also configure different types of  
Call Forwarding from the same screen.
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